29% HEoH
20124 9 H

M TF¥EEITRA N
MICROELECTRONICS & COMPUTER

Vol.29 No. 9
September 2012

—MELENRRERENRERSIEFH

¥ &K, Fmi, X K, EFK, UME, FER
CERIERR TR SRR, BL KIX 430074)

W OB XFTRET -MABNLSL RGN B A SR PR A AT AR X k&L B
HAMLERAEREUKAR T A F AL ERSURRE ARG ERARLRIEHRIET R %
AR ERREGTHE ETULLLXRNEN BRI TEXLXRIMEFE, H LR T —HE AT AECER

XER: TX2XREEAFR;ZLRNEN 2R E

FESH¥S. TP391.3 N EERIAEE . A

EHE . 1000—7180(2012)09—0027—04

A Secure Index Structure in Cipher-text Retrieval System
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(School of Computer Science and Technology, Huazhong University of Science and Technology, Wuhan 430074, China)

Abstract: To cope with the potential security hazard of current inverted index, we propose an improved secure index

structure, We encrypt the terms of the inverted index to defend the semantic analysis attack. We omit the position

offset and frequency of terms to resist the statistics attack, We use block-based encryption to resist the known

plaintext attack. We also introduce two-level index structure to balance security and efficiency of the index. Based on

the proposed secure index structure, we design the encryption strategy for the secure index and give a multi-level key

management policy.
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